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Thematic review of controls over inside information relating to public takeovers

Combating market abuse is one of the FSA’s top priorities. We are committed to working in partnership
with the industry to reduce the incidence of market abuse and thus maintain confidence in the UK
markets. As part of our work we have reviewed how firms control inside information that relates to
public takeovers.

Why are we looking at public takeovers?

There is currently a high volume of merger and acquisition (M&A) activity in the UK markets. Such deals
are amongst the most price sensitive that are announced to the market, so can be particularly profitable
for those who might choose to abuse the market by undertaking insider trading. Our market cleanliness
statistics (updated in March 20071) have indicated that the level of informed price movements ahead of
takeover announcements2, although moving in the right direction, remains a cause for concern and we
have signalled that there will be no let up in our efforts to tackle the problems in this area. It is extremely
important for those who are privy to inside information to ensure that controls are robust and awareness
of the risk of leakage is high in order to mitigate the risk of a leak of information. To make a real
difference to the level of leaks, we believe it is vital to have the engagement of all those who handle inside
information across both the regulated and the non regulated community.

Scope of the review

In the middle of 2006 we began a project to review the controls over inside information relating to public
takeovers. We set ourselves clear objectives to:

• increase our understanding of information flows in a typical deal and the processes by which firms
decide who to make insiders;

1 http://www.fsa.gov.uk/pubs/occpapers/op23.pdf

2 These are announcements by companies to which the Takeover Code applies and which led to the commencement of an “offer period” (as
defined in the Takeover Code).
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• identify good practices and areas of weakness and publish these so that firms can benchmark
themselves against the findings with a view to strengthening their own controls;

• consider how best to share good practice and raise standards with those firms who handle inside
information but are not regulated by the FSA;

• inform our ongoing strategy in relation to market abuse.

To ensure we captured the full range of parties involved in public takeover deals, the project was widely
scoped. We chose four recent deals: three where there had been an unusual degree of price volatility
indicating that there could have been a leak of information and one where this was not the case before the
deal was first announced. The review of these deals did not constitute a formal leak enquiry and this
enabled us to have open and frank discussion with firms about how their controls were applied in
practice. For these reasons we are not publishing details of the deals.

How we carried out the review

We mapped out all the key parties to the deals – the issuers, the corporate finance advisors, the lawyers,
the public relation (PR) firms and the financial printers. We visited each of the firms, focusing on their
internal processes for handling sensitive information generally and paying particular attention to the
specific deals selected. To provide a broader picture, we also held meetings with firms heavily involved in
M&A work, but that were not party to any of the specific deals. As the discussions progressed, we
reviewed insider lists and became aware of additional parties who had received the inside information– for
example institutional shareholders, debt and equity specialists or companies who might become
competitive bidders. We held over 50 meetings, including with nine Investment Banks, one debt provider,
six law firms, seven PR firms, three financial printers and one print partner, one accountancy firm and
nine offerees / offerors (of which three were private equity providers).

In carrying out our review, we paid particular attention to controls relating to:

• high level policies and procedures;

• the ‘need to know’ concept and information barriers;

• Information Technology (IT);

• training;

• the way that information is passed to third parties;

• Personal Account (PA) dealing policies.

What we found

The project has been extremely worthwhile and we are grateful to all those who participated in a frank
and open way.

The project has helped to inform our thinking about the possible reasons for leakage regarding public
takeover deals overall. We assess that the types of leaks can be separated into three main categories. Each
of these require a different regulatory response:

(1) accidental leaks, where staff may have inadvertently allowed information to escape into the public
domain – perhaps due to weak controls or a lack of awareness or training;
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(2) intentional leaks to the media for strategic positioning by offerees or offerors or their advisors, for
example to flush out further bids, speed up a current bidder or as a defence strategy;

(3) intentional leaks for market misconduct purposes, where someone knowingly discloses
information to someone else for improper purposes for example with the aim of insider trading or
securing a financial gain.

We identified many examples of good controls in place in firms to help keep information secure. We have
shared the detail of our findings in the final section of this report. The points have been gathered from the
full range of firms visited but are not reported by type of firm. We accept that what is appropriate for an
FSA regulated firm may not be proportionate for a non regulated firm. While the list is not exhaustive we
would encourage senior management of all firms who handle inside information to consider what controls
are appropriate given the breadth, scale and context of their own business.

We are very pleased that some firms have already taken steps to improve controls following our visit.

The main areas for improvement

1. All of the firms we spoke to were confident that leaks of information relating to public takeovers did
not originate from within their firm. Given the firms with whom we spoke included some of those
who are the most active in UK public takeover deals, and given the observed price volatility on a
proportion of such deals, it seems reasonable to conclude that parties were perhaps too complacent
that their own internal procedures were already robust.

2. Few firms had a formulated policy setting out their thoughts on when it would be appropriate to
consider some form of internal review following a leakage of information on a deal where they were
insiders. Firms felt that such reviews were notoriously difficult and time intensive and therefore not
worthwhile if there was no initial reason to suspect that a leak originated from their firm.  While
accepting that this is a difficult area, we think firms should step back and consider what their
approach to leaks should be. They should consider what type of things might trigger a review, for
example the specificity of a press story, any recent new information known to the firm, any staff
changes and so on. More frequent formal internal reviews may act as a deterrent to staff leaking
information and generally raise awareness. If, as part of this process, firms identify evidence of
wrongdoing by their employees they should contact the FSA prior to conducting detailed interviews.

3. The number of insiders at many firms was significant (almost 200 at one firm on one deal). Firms
should generally be applying more rigour in deciding who needed to know about a deal.

4. In many firms the Information Technology (IT) controls could be improved, for example to limit
access to inside information where we found examples of open IT access where individuals not on the
insider list had access to inside information.

5. Some non regulated/non professional firms had limited training on market abuse and insider dealing.
Some firms only trained professional staff and didn’t include support staff.

6. When engaging a third party, a high reliance was often placed on confidentiality letters without any
assurance that a firm to whom information was passed had the necessary controls to keep the
information confidential.

7. Most non regulated/non professional firms did not monitor Personal Account dealing by employees
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8. Some firms emphasised their reliance on the use of code words as keeping information confidential.
Whilst accepting the possible benefits, we note that the use of code words in isolation could be largely
ineffective as most parties agreed that code names can be relatively easy to interpret and sometimes
were poorly chosen. 

Next Steps

We intend to step up our enquiry work into the cause of leaks on individual cases and are considering
how best to approach this. Recognising the evidential challenges in bringing successful Enforcement cases,
we will take a robust line where we identify leaks that may have been caused either deliberately or due to
serious weaknesses in controls or behaviour. 

Next steps for firms regulated by FSA:

As part of our ongoing supervisory relationship with firms we regulate, we will be discussing the good
practice points and what steps they are taking to reduce the risk of market abuse occurring in relation to
public takeover activities. Leakage of information could suggest a wider systems and controls weakness and
could also fall under a breach of Principle 3 of the FSA’s Principles for Business (a firm must take reasonable
care to organise and control its affairs responsibly and effectively, with adequate risk management systems).

We also plan to host some roundtable discussions, with the large investment houses and relevant trade
associations, on the matters raised that are of relevance for all regulated firms, including (1) how firms might
consider and undertake internal enquiries following a leak of information, (2) how firms might reduce the
numbers of insiders, (3) how, following a leak of information, the FSA and firms could work together to try
to identify the root cause of a leak and (4) how deliberate leaks for strategic purposes could be reduced. 

Next steps for firms not regulated by the FSA

For firms that are not regulated by the FSA, we are working with the industry to consider ways to share
the good practice points and thus help to raise standards overall. We are considering whether there
would be value in having a voluntary, industry-led, Statement of Good Practice, which could be used as
a basis to demonstrate high standards and robust controls for handling inside information. We envisage
that FSA regulated firms would play a key role as facilitators of any Statement, seeking to ensure that it
is brought to the attention of firms or individuals to whom information is passed who are not regulated
by their own professional bodies. Detailed work on this idea and further stakeholder dialogue will
progress as Phase II of the project.

Under the framework created by the Market Abuse Directive, where inside information is generated by an
issuer, prime responsibility for ensuring the confidentiality of the information pending release lies with the
issuer. This responsibility is brought about through legislation, primarily the Disclosure and Transparency
Rules. Issuers normally appoint a range of advisors to help them complete the deal, including regulated
firms to advise them on how to meet their responsibilities.

We recognise that a Statement of Good Practice would be just one way of helping to educate non
regulated market participants about their responsibilities. Equally, the approach will need to be adjusted
for different sectors. For organisations which are subject to separate professional supervision (such as
solicitors), we will need to pursue ideas in partnership with the relevant professional bodies. For example,
for solicitors, existing guidelines are already in place in Rule 4 of the Solicitors Regulation Authority’s
(SRA) Code of Conduct3. In order to achieve appropriate consistency, we will work together with the SRA
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and the City of London Law Society to consider how the points noted in the FSA’s review should be
shared with Solicitors and whether any changes should be made to the SRA Rules.

We have discussed the project in outline and the proposed next steps for firms not regulated by the FSA,
with a number of external stakeholders including the London Investment Banking Association (LIBA), the
Confederation of British Industry (CBI), the Solicitors Regulation Authority (SRA), the London Stock
Exchange, the City of London Law Society (CLLS), the Public Relations Consultants Association (PRCA)
and the Chartered Institute of Public Relations (CIPR). Each of these parties is supportive of the objective
to reduce the risk of leakage of confidential information and has expressed willingness to work with us,
and their members, on the project as it progresses. We have also discussed the project with the Takeover
Panel Executive, which is supportive of the objective of reducing the leakage of information in relation to
public takeovers. This objective underpins Rule 2.1 of the Takeover Code, which provides that:

‘All persons privy to confidential information, and particularly price-sensitive information, concerning an
offer or contemplated offer must treat that information as secret and may only pass it to another person if
it is necessary to do so and if that person is made aware of the need for secrecy. All such persons must
conduct themselves so as to minimise the chances of an accidental leak of information.’

We are very grateful for the help and support of all these parties.
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Detailed Good Practices

Whilst this review focused on controls relating to public takeovers, the observations and good practice
points also apply to firms handling other types of relevant or inside information or Material Non Public
Information (MNPI). Additionally, in June 2005, the FSA published our newsletter LIST! Issue No.9
“dealing with inside information: advice on good practice”. This is a useful reference guide for issuers (see
http://www.fsa.gov.uk/pubs/ukla/list_jun05.pdf).

As noted in the main body of the report, we identified many examples of good controls in place in firms
to help keep information secure. We have shared below the detail of the points gathered from the full
range of firms visited. We accept that what is appropriate for an FSA regulated firm may not be
proportionate for other firms. Equally, some points may not be practicable for all firms. Whilst the list is
not exhaustive we would encourage senior management of all firms who handle inside information to
consider what controls are appropriate given the breadth, scale and context of their own business.

HIGH LEVEL POLICIES AND PROCEDURES

Strong high level policies and procedures that are understood by all relevant staff are key to a firm setting
its approach to keeping inside information secure. Some firms did not have documented policies in place
and lacked an awareness of the ways in which information could leak from their firm, including the risk
of deliberate leakage by employees.

The detailed good practice points we saw included the following:

• Maintain formal, documented policies that relate to information handling. Ensure that policies are
regularly reviewed and updated. 

• Ensure that insider lists are complete, accurate and up to date so that any leak enquiries can be
expedited.

• A policy on contact with the media setting out a protocol for engagement with journalists; contact
with the media is only handled by a dedicated central team/press office. For example if a response is
usually ‘no comment’ and something different is said, the media may deduce that something is going
on and run a story to that effect.

• Internal Audit review of the operation of policies, systems and procedures.

• Staff policies:

o Maintain formal, written procedures for staff to ‘whistleblow’ when they see sensitive information
being handled inappropriately.

o When staff who hold sensitive information leave a firm, or change roles, conduct an ‘exit
interview’ (separate to any HR interview that might take place), during which the leaver would be
reminded of their responsibilities regarding the ongoing confidentiality of that information. 

o A policy on the use of temporary or contract staff in handling M&A work (i.e. they may not be
trained and aware of their responsibilities).

o In hiring staff for jobs in M&A areas, undertake staff vetting checks such as criminal record
checks, credit checks and references from previous employers.

o Awareness of the risk that inside information is valuable and organised criminals may place
insiders at firms with the aim of accessing and disclosing information.
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THE ‘NEED TO KNOW’ CONCEPT AND INFORMATION BARRIERS

Some firms had not maintained insider lists, as required under the Disclosure rules. Others did not have
an accurate feel for the total number of people who might have known about a deal (including those who
might not meet the test in the Disclosure Rules but do have knowledge). 

Some firms have commented that the complexity of deals and the need to complete deals, and therefore
due diligence, as quickly as possible puts pressure on firms to increase the number of people on insider
lists. Nevertheless, we felt that many firms could apply more rigour in deciding who needed to know
about a deal; the number of insiders at some firms was significant (almost 200 at one firm on one deal).

The detailed good practice points we saw included the following:

• A clear policy for making someone an insider; ensure policy is used in practice.

• Limit the number of people who need to know about a deal to the practical minimum and a
requirement to justify adding people to the insiders list / senior level sign off.

• Not passing information to individuals unless they are first clearly made aware of their responsibilities
for handling sensitive information.

• If staff are identified as needing to know some, but not all, of the deal information then, as far as
practical, limit their knowledge to only those parts that are necessary, rather than allowing them
access to all information that is available.

• Where appropriate, communicate to all other insiders when someone is removed from an insiders’ list.

• Where practicable, geographically separate deal teams from other parts of the business. This could be
accomplished by placing the deal team on a separate floor, area or room.

• Place ‘Chinese Boxes’ between individual deal teams.

• Where possible, to avoid the risk of people guessing that something is happening, conduct due
diligence research offsite.

• Security of documents:

o Have a policy on secure disposal of confidential documents.

o Monitor and enforce a clear desk policy to reduce the risk of non-insiders seeing papers left on
desks, including contract cleaning companies.

o Maintain formal, written procedures for when staff work off-site or when they take information
out of the office.

o Place code names on the front cover of documents so that identities cannot be inadvertently
discovered by someone who happens to see the document lying on a desk.

o Have a policy on staff reading or working on sensitive papers in public (including on the train / tube)
so that others cannot see the documents over their shoulders.

o Ban discussions on sensitive matters in public (including in taxis).

o Limit or control the email distribution of papers.
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o Limit or control the hard copy distribution of papers (e.g. numbered copies or bar codes on
documents). If papers are distributed at meetings where mergers or acquisitions are discussed then
take them back at the end of the meeting and destroy them. 

o Ensure that documents containing sensitive information are stored in lockable cabinets.

• Use key code / restricted access systems in areas that handle sensitive information. 

• Use appropriate code names to disguise the identities of relevant parties. This only works if the code
names are sufficiently different from the names of the relevant parties so their real identities cannot be
determined.

• Where practicable, require staff working on deals to only discuss deals in meeting rooms and only to
use code words for discussions. Some firms had increased the number of meeting rooms to allow this
to happen more easily.

INFORMATION TECHNOLOGY

Many firms could improve aspects of their IT controls to limit access to inside information. Some firms
were careful in limiting the number of people made official insiders but had not considered the implications
of open access IT systems, meaning that non insiders could also, theoretically, access inside information.
Some firms had not considered IT security issues surrounding the use of blackberries, laptops and storage
media (such as memory sticks). If IT systems are able to generate an audit trail of who has reviewed
particular documents, this can be useful for internal reviews following any leakage of information. 

We noted that, on most deals, there is a high volume of email traffic, mostly sent without password
protection, and a risk of ‘fat finger errors’ (where emails are sent to the wrong address). Some firms sent
all information to a deal group rather than deciding who needed to know what information. Some firms
highlighted the benefits of possible greater use of secure data rooms, where documents are stored and only
insiders are given access to view documents. This reduces the flow of emails and creates an audit trail of
who has viewed documents. Currently, such technology appears not to be widely used for M&A work
(aside from by financial printers).

The detailed good practice points we saw included the following:

• Restrict IT access to only named individuals working on a specific deal, rather than allowing open IT
access to everyone in a certain department or business unit.

• The use of secure data rooms; ensuring that security to the portal is robust and that access to the
portal is restricted to named individuals.

• Dedicated IT support for deal teams so that those providing the support are considered to be part of
the team and are included in training etc.

• Procedures so that once a member of staff leaves a firm, or changes roles, the individual’s access to IT
systems is quickly and completely removed. This was an area many firms could improve.

• Employ ‘ethical hackers’ to check the robustness of IT systems and keep abreast of any new methods
of data theft.

• Use appropriate code names for IT files and folders.

• Password protect / encrypt electronic equipment such as mobile phones, BlackBerrys, laptops and
memory devices.
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• Restrict access to other peoples email accounts.

• Mark sensitive calendar entries as private.

• Perform risk-based security checks on deal rooms to check for any breaches.

• Password protect individual documents that contain sensitive information.

• Technology to generate an audit trail of those people who have access to sensitive files, including
when they actually access those files.

• Restrict emails containing sensitive information from going to personal web-based accounts.

• Use code names on the subject lines of emails so that inadvertent disclosures are not made to staff /
third parties who happen to see the emails.

• Maintain formal, written procedures for when ‘fat finger’ errors occur on emails, letters or faxes. For
example, recalling emails quickly and IT check to see if emails have been opened. If they have been
read, then the Compliance department must make the reader an insider.

• Disable Outlook functionality so that external email addresses have to be typed individually rather
than automatically selected.

• Keep up to date with security updates, e.g. apply quickly any patches released by product providers.

• Use Virtual Private Networks for staff who need access to business systems when working off-site.

• Personal computing devices have an automatic locking facility so that when people leave them for
brief periods no one else can access them.

TRAINING

An area for improvement at some firms was to ensure that all relevant staff are trained on market abuse
and insider trading. Some firms trained professional staff and those on insider lists but did not give
training to non professional or support staff even though these individuals also had access to inside
information (for example by having access to emails and post). It was harder for smaller firms to prioritise
market abuse training, particularly in the absence of any external training packages.

The detailed good practice points we saw included the following:

• Foster a culture that includes a ‘code of conduct’ for staff and ensure that when they sign up to it,
they know their responsibilities on handling sensitive information.

• Hold induction training, as well as refresher training, for all staff regardless of their position in the
firm (i.e. including support staff). Tailor training for grade of staff. 

• As new rules or legislation comes into force, hold ‘update’ training for all staff so that they are
familiar with the new procedures.

• Have a dedicated training person / team so that training can be prioritised and structured.

• Do not rely only on training to keep staff aware of their responsibilities, foster a culture that provides
on-going support to them as well.
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• Tailor the training to address particular areas of concern that you may have regarding M&A
information and use case studies where possible.

• Maintain accurate, up-to-date training records to ensure consistency in your approach.

• Test awareness and understanding. 

THE WAY THAT INFORMATION IS PASSED TO THIRD PARTIES

When engaging a third party, a high reliance was often placed on confidentiality letters without any
assurance that a firm to whom information was passed had the necessary controls to keep the information
confidential. Issuers need to ensure that when they, or their advisors, pass information to a third party;
they ensure that those parties and their employees are made insiders. Firms are encouraged not to solely
rely on the signing of confidentiality letters but to consider how to adapt their approach depending on the
experience and knowledge of different parties to whom they might pass information – for example taking
the time, for less experienced parties, to sit down with them and talk through their responsibilities and the
sensitivity of the information being passed.

Issuers may not be taking adequate steps to ensure that financial printers are made insiders, as this
category of firm could not recall being made insiders to deal. Whilst in many cases printers will not
receive documentation prior to it being in the public domain, where inside information is passed before an
announcement it is important to make them insiders so they can take all necessary precautions to keep the
information confidential.

The detailed good practice points we saw included the following:

• Maintain formal, written procedures for adding third parties to the information chain that formally makes
them insiders and spells out the responsibilities that the third party has for handling the information.

• Add third parties to the information chain as late as practical in the process to limit the numbers of
insiders.

• Orally explain responsibilities rather than only exchanging standard confidentiality letters.

• Take care when contacting third parties to undertake conflicts checks to ask if they are free to act in a
specific deal as this contact may inadvertently give them enough information to ‘put two and two
together’.

• Undertake caution if ‘beauty parades’ are used to engage with potential advisors; ensure that those
advisors are fully aware of their responsibilities when holding sensitive information.

PERSONAL ACCOUNT (PA) DEALING

It is important that staff who hold inside information do not use this information for personal gain, by
trading in equities, derivatives or related products. Insider dealing is a criminal offence but not all firms
ensured that their staff were aware of this. Policies and controls relating to PA dealing was one of the
areas where we observed the widest range of practices, with marked differences between even the same
categories of firm. Some firms favoured a blanket PA dealing ban; others allowed dealing if permission
was sought and granted and the individual attests that they do not hold inside information, others did not
monitor PA dealing.
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The detailed good practice points we saw included the following: 

• Maintain a formal, written procedure for any personal account dealing by members of staff and
ensure that staff are aware of this (some firms included it in an individuals employment contract;
some firms tested understanding from time to time)

• Policy covers accounts for which staff hold power of attorney. 

• Policy is extended to immediate families.

• Ensure that staff are aware that insider dealing is a criminal offence (this could act as a deterrent
to trading).

• Policy includes limiting trading in companies in a related sector to a company on which an individual
holds inside information (e.g. the announced takeover of Company XYZ could impact the share price
of Company ABC). Some companies included a full sector ban for staff working in sector deal teams.

• Explicit reference to PA dealing policy covering derivatives or related products (this was not included
at many firms).

• Only allow staff members to deal (if they attest that they do not hold any inside or relevant
information) after they have obtained permission to deal from their immediate manager or compliance
officer.

• All staff are subject to a blanket ban on PA dealing.

• Control Room staff are subject to a blanket ban on PA dealing.

• Require staff to use specified brokers when dealing.

• Require staff to file annual declarations of their holdings.

• Keep a written log of permission requests and their outcomes, including details of why the request
was made and why (if any) permission to deal was given.

• Carry out risk-based monitoring of staff trading activities against announcements.
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